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IPV6 Ulgill Llso Uasu
Ulgiell (sde Jgazdl — pud il 8sle] ralgp s g9l 11 .0i:Address assignment features

el JSoau

Slwdl oo Jpwl JSin cpoliell (o dcgoo o Sy (Reoxill) :Aggregation e

e Joazl guhisws 85>V geo> U aolell ugliedl plazowl Jic:No need for NAT/PAT o
Ulgic

IPV6 wld,b 59 wgllho ity IPV4 & IPV6 o JgSgig | [id Jos, :IPSeC o

packet JsJ header checksum owluw= Router og4, V : Header improvement o

IPV6 (JI IPV4 0 JeW gwly 8ac a>g5 & Transition tools e

Olgiw 3ac 336 28 IPV6 (JI IPV4 0 JlauVl ddac

Global Unicast Addressing, Routing, and Subnetting
el 28,80 Y lgisdl 1idg L) Lols Olgic sz oIS id] pgdi IPV4 go

&o9 glaiuwodl ;18 )20 o= Routing Table (sle ahdlxoll (oo iVl &S 9 blal P
plazicwl guol A las aldd Public IP ¢ueliedl vuxwol HuS JStin wo,nVl sde Cdlall sl
S JSiw Lol NAT/PAT

1- Conventions for Representing IPv6 Addresses
e 5> JSe (quartets) s>l A JSiw sde by &l YY dsacg Hex plhu o8] IPV6 ooy

128 bit 5 Jiow pladl 13 ol Sl ¢ liw Jaall & paiawsy @i cow Obls £ o

Jlwo
2340:1111:AAAA:0001:1234:5678:9ABC ;
149 &, cow WU 5 e b,Le 53> JSo haid s>l A oo sls=Vl sac
rosb S ulgiell 1ie auliS asy,b jlais| Soy
sbwdl go soa)l Jlasd| (Soy @
plaziwl Soy 1 JSaadl e ) lais] Sy 6l jlasl (sde Sgiz &) oo S5S 39>9 I (08 e
9 da>lg 6,0 ady,loll 0id

:Jlo
FE00:0000:0000:0001:0000:0000:0000:0056
i,y Olgiell 1is Hlazs| So
FE0O::1:0:0:0:56
FE00:0:0:1::56
Uns 9p9 FE00::1::56 sJWI ,LaszVI Lol



2- Conventions for Writing IPv6 Prefixes
Ay @l > Routing Table (9 ol Ulgusll [iag asyliiol! (aliedl o block acgoxo La prefixe Jios
IPv4 (9 as adl vlgic
Wl JSsadl 9 WS classless ol classful : ¢uibsday Jiow IPVE Ulgiell Ol (sJI ooVl

Length of Network + Subnet Parts

A

' ™

Metwork | Subnet | Host | IPvd Classful Addressing

Prefix Host | IPv4 Classless Addressing
\ J
Y
Prefix Length
Prefix . Host IPvE Addressing
(Interface 1D)
Y
Prefix Length

oo Ulgigdl OV hiss &l 11 Jies aSuid] wbls ols (1128.107.3.0/ 24) classful ggill ¢o Olgisll OIS 13
Subnets Jiodd wlls A; 5=l obls A luad (g B acall

> Y La algbg prefix gl as adl vlgic Jioy 128.107.3.0 vlgiell 0 classless ggill o Ulgiell OIS I5]
prefix dob Jins sy / <o &S asug baad Classless g gl pazeiww IPV6 ggill (o Ulgiell
Jlwo

2000:1234:5678:9ABC:1234:5678:9ABC:1111/64

2000:1234:5678:9ABC : gag prefix Jgb Jios 1 08 | Ul >
2000:1234:5678:9ABC aS.cadl o0 2000:1234:5678:9ABC:1234:5678:9ABC:1111 ulgizllg

rob WS Jiow 2000:1234:5678:9ABC as._adl Ulgic
2000:1234:5678:9ABC:0000:0000:0000:0000/64
Llais| ol
2000:1234:5678:9ABC::/64

Saaw bl 8L JoSs Wil 16 wlaclas oo L prefix Jgb oo oJ 131 1éda>Mo
2000:1234:5678:9A00::/56

Ogw (&yine cow Guisls e 8,Le) obls A Lpad b JWle ARV e 8)le 071 50l
Lleol g ga



Prefix Explanation

Incorrect Alternative

2000::/3 All addresses whose first 3 bits are equal to
the first 3 bits of hex nhumber 2000 (bits

are 001)

2000/3 (omits ::)
2::/3 (omits the rest of the first
quartet)

All addresses whose first 26 bits match the
listed hex number

2340:1140::/26

2340:114::/26 (omits the last
digit in the second quartet)

2340:1111::/32 All addresses whose first 32 bits match the

2340:1111/32 (omits ::)

listed hex number

raSw e Jlo
Company 1
Subnet 1 Subnet 2 Subnet 3
ol G|
: P -
FaQ/o R S0/0M SO R2 -
S0MH
Subnet 4
i 48 Bits 16 Bits 64 Bits
b Prefix (ISP-assigned) Host
sl 2340:1111:AAAA | SUPNet (Interface ID)
e . 7
Y Y
Subnet Prefix Host

<o EA alghg (Site prefix gl subnet prefix ) asew vlgic 2340:1111:AAAA Ulgiell &S, il clacl ISP 08
> Subnet Jios &l V1 Lpad weSty JUlg ww 18 Johay puad 52l [as guwgin Lod o5 (VT+H1TH1T)
o0 53S| 9l 25 sl (Sgizi &3> aSiui JSo aus> aSuw 65,536 ol 210 Lya) weSiy

au> aSaw JS 9 1,000,000,000,000,000,000

Lo ey Sl Jioy SJWI Jsal

Prefix Prefix Prefix
2340:1111:AAAA0001::/64  2340:1111:AAAA:0002::/64  2340:1111:AAAA:0003::/64

ool ail v =5t Rl s

5010
5011

Prefix
2340:1111:AAAA:0004::/64

zhh_ﬁ}:_‘l__-_

s
[- ESP—‘_?‘
2340:1111:AAAA:0001::/64 _sJoVI a;=l as all
0001 &g =l asall vlgic (sJe Joiis &l 118 ga prefix Jgb vl ulgiell 13 (o ax>\



IPv6 Protocols and Addressing
ol wow &3Sy Default gateway wlgiceg DNS Server vlgic B,e Ol el (sde o IPV4 1oVl (59
eld o IP Ulgic slp=l) LSy
vasy wsle a8l Jaxi S wlslacVl Lasy Jiaei o6 aiSly IPV6 go lpid 2o vz wlogleoll 018 uss
@logleoll

DHCP for IPv6
Default g DNS Ulgic @8,20) SUiSg 6,18 sy @3z9 IP Ulgic 35V DHCP aois wlbd, bl paziw
DHCP server (e =i SJ multicast 6,Lal Jow i a8 ,bll ol cu> gateway

03B (e « =l 8,599 cacjg il usbill eg wld bl (e Log puddin doszdl pgai DHCP v4 (o9
(auglloodl wlogleodl JS au8,lnll cUacl, DHCP o44,) state information (stateful) o wlogleoll

stateless g stateful : o, LyaJ a>g) DHCP v6 g0

Host ID clw a8,bll pg8i9 RA Jlw, adawlgs prefix ulgic Router (0 a9,k Cllni stateless ggill 9
Domain oowl 9 DNS Server Ulgic DHCP 0 i

1111 1111 (s lgiedl 9 o Olos Jsl wl s) FF00::/8 JS_adl ba ple JSuiw multicast wlgic suoi
(FF ol
wwliodl DHCP  (JI Ulgiell 13a 00 Router ul cuu> FF02::1:2 g DHCP v6 o Lol multicast ulgicg

IPv6 Host Address Assignment
dynamic ulgic wld, bl (slasig static ulgic Router (slas) dsle

The IPv6 Interface ID and EUI-64 Format
Length of Network + Subnet Parts

A

r~ ™

MNetwork | Subnet | Host | IPvd4 Classful Addressing

Prefix Host | IPv4 Classless Addressing
\ J
Y
Prefix Length
Prefix Host IPvE Addressing
(Interface 1D)
Y
Prefix Length

aSuadl yues 9 (Interface ID) Host ID 1,85 giwou
paunddl (89 sdhio )V (ol Lludl wudl Jug=i go HOSt ouud (rowo aSuid| w,S) MAC Ulgic gwos pois oo
MAC 9 JgVI



Subnet Prefix

AN

/_ 48 Bits 16 Bit—s\ 64 Bits
Prefix (1SP-assigned) Subnet Interface 1D
N iy
Y EUI-64 Format
Site Prefix 1st Half of FEFE 2nd Half of
MAC MAC
A

Flip 7th Bit (Reading
Left to Right) in First
Byte to a Binary 1
Jlo
0034:5678:9ABC
rody oS weSy asludl wldoell <>l 2y

0234:56FF:FE78:9ABC
SLad! o) ol el Jg= o5 0000 0000 (sibis (sJl Lpdg= o3 00 ,Ludl @p> oo ruirls ol 35b pgss
02 0sSs alug= a=ss 0000 0010 UgSué s>ls sl (puoudl sl
EUL-64 o _asLudl JSeidl csen

Static IPv6 Address Configuration
: 9,k Sasl plazeowl Ulgiel @lS LSy aild augaull @il plaziow! e
(o YTA) MolS eS90u JSein wlgiell &S -)
(e 118) EUI-64 plaziwl Interface ID ol o asug Sy JSiw wu 64 Jol &4liS -Y

IPv6 address address/ prefix-length [eui-64] oVl piziws dlog 9 Med IPV6 o=
WolS ulgiell @LS = eui-64 &S pac JI> s99

I The first interface is in subnet 1, and will use EUI-64 as the Interface ID
I

interface FastEthernet0/0

ipv6 address 2340:1111:AAAA:1::/64 eui-64

I The next interface spells out the whole 128 bits, abbreviated. The longer
I version is 2340:1111:AAAA:0003:0000:0000:0001/64. It is in subnet 2.

!

interface Serial0/0/1

ipv6 address 2340:1111:AAAA:2::1/64

I The third interface is in subnet 4, with EUI-64 format Interface ID again.
!

interface Serial0/1/1

ipv6 address 2340:1111:AAAA:4::/64 eui-64



R1#show ipv6 interface fa0/0

FastEthernet0/0 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::213:19FF:FE7B:5004

Global unicast address(es):

2340:1111:AAAA:1:213:19FF:FE7B:5004, subnet is 2340:1111:AAAA:1::/64 [EUI]

R1#show ipv6 interface S0/0/1

Serial0/0/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::213:19FF:FE7B:5004
Global unicast address(es):

2340:1111:AAAA:3::1, subnet is 2340:1111:AAAA:3::/64

R1#show ipv6 interface s0/1/1

Serial0/1/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::213:19FF:FE7B:5004

Global unicast address(es):

2340:1111:AAAA:4:213:19FF:FE7B:5004, subnet is 2340:1111:AAAA:4::/64 [EUI]

2340:1111:AAAA:3::1 989 wu YTA WlS uS 18 S0/0/1 vlgice ol >\
&o Fa0/0 alogl) MAC plaziwl o sJllg EUI-64 ploziowl, S 28 S0/1/1 9 Fa0/0 vlgic loiw
213:19FF:FE7B:5004 _sJ| Jo=i; a,9llnnll wldosll <l ,>| 129 0013.197B.5004 g9 (uilogl

Stateless Autoconfiguration and Router Advertisements

52l Ll o985 pi o9 wu 18 dsle g9 Prefix ulgic (sde Joazll dglxos a8, pgdi goll lid go
EUI-64 olaziwl Interface ID 5 Lozl

PC1|
: ] 9 -
f"

(1) © hi ’

RS - All Routers — Identity Yourselves |----- >

@1 RA — All Nodes:
=i Prefix |s 2340:1111:AA4A4:1 /64

Default Router s
2340:1111:AA8A:1:213:19FF:FETB:5004

oo i SJ multicast 8,Lal JSow sJe (Jowsidl) Router Solicitation RS allw, JLw,b ad bl pgé5
IPV6 Ulgic 98 log @Sl 0ip) IPV6 prefix ulgic ¢o bo 1 JWI Jlgudl (sde 5,JI 59>90Jl RoOuters gio>
auol,8Vl alg )



RA &L, bl . DHCP Routers alawly bsd adlss @byl oidg FF02::2 9o RS @l (58 Wapll vlgic
FF02::1 Ulgisll plasicwwl RS ;L] cdas,l csadl IPV6 @l ,b gaos (sl Jows Lpsld

IPv6 Address Configuration Summary
r Wl Jgazdl (89 859>90 sdg IPV6 Ulgic Router Interface gl Host sUac) (9,b &) plazeowl Swoy

Static or Dynamic | Option Portion Configured or
Learned

Static Do not use EUI-64 Entire 128-bit address

Static Use EUI-64 Just the /64 prefix

Dynamic Stateful DHCPv6 Entire 128-bit address

Dynamic Stateless autoconfiguration | Just the /64 prefix

piyg Prefix ulgic a,liS gi o VYA Ulgiadl JolS &S 1 s yb plassowl Soy al a9 dl G k)l (s bW
MAC alawlgs Host Ulgic >

IPv6 Addresses
Olgaell 13g) glol W 2>
Interface J sdas) du>9 Ulgic : Unicast o
slacl gaa> (sl Packets Jluw,l =1 oo pasowng d5p>1 dcgoseo Jiow wlgic :Multicast o
acgozxoll
aSocid] (9 aauboll Luss ppl (Servers) Host oo ,iSV (shasy Unicast g5 o0 Ulgic:Anycast o
low Servers w,81 (sJl a>g5 Packets Jl vld Ulgiell 13 (sJI Wld bl (0 Packets JLw,)l sicq
Load Balancing aJoss guoouy

'S\ oS D9 Unicast J glgil OW a>g)
dsleg ICANN alawlgy Saxyg oVl aSuuin (sJl Jg>al) pazsw Public ulgic : Global unicast o
(3 Hex ol 2 Hex o law vlgie ST Jouin ) 2000::/3 1 sJWI Prefix cou wlgiell 13d wesS,
Bas] Islg +1 + @l A5 B wsilitdl sl T 58,)1 Lo sl prefix wlsie alos) wod Lol M )
Yol T oo 08,1 iy 1o coddl pB I Ol Mg - +) 58 Lol OIS Ll dp> oo SULs W ol
(001 JSoidl go sl Y pla, V] duisg o =)} T . oo+ =Y .

Private a iy Vlgiell liag dd=oll wlSuidl (89 paxiwy o> Ulgic @ Unique local unicast o
(site local o ¢poliedl 0id (scai LL>I) FDOO::/8 J law ugliell 01 o> « IPV4 58 Address

Ul JsCadl bl
Subnet Prefix
BfBits 40 Bits 16 Bits\ 64 Bits
Global ID
FD (Pseudo-Random) Subnet Interface ID




o 18 g auedl wlsaad) o VT L) (ssuing « ww £+ o wgSadlg Global ID sya= juaedl pgsy >
Ayl Jisos)

o 9 paiows (sl wwilbgll go Jow,o UlgisS Ulgiell 138 pazsuw :Link local unicast o
Syl ol ol e Vo sugliell 048 pazeiws sull Packets ¢ Local subnet ad=oll as il
83350 iy (89 anlaziw) s link local vlgic Ll Packets sl Jluw,l Jud aud,kll pgis
RS allw, w9 ad,bl) Jow,oll Ulgic Ulgiell 13 Jios <> RS 8,Laol JLuw)l @ Jio

séwg ( FES0-FE90-FEAO-FEBO &l uoliell aizs z)au) FE80::/10 L law asall 0is Jlxeo
wld, bl w18 9 PREFIX (o9« 02 Lyad

r oIl JSiad! bl
10 Bits 54 Bits 64 Bits
FE80/10
1111111010 All Os Interface |D

Ulgiell 138 o= Router pgs) o> alogll 9 IPV6 Ji=ai aic Routers go Loyl Ulgiedl 138 pazeiww
aosolals JScaw
B Lbudl o0l go
R1#show ipv6 interface fa0/0
FastEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::213:19FF:FE7B:5004
Global unicast address(es):
2340:1111:AAAA:1:213:19FF:FE7B:5004, subnet is 2340:1111:AAAA:1::/64 [EUI]

R1#show ipv6 interface S0/0/1

Serial0/0/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::213:19FF:FE7B:5004
Global unicast address(es):

2340:1111:AAAA:3::1, subnet is 2340:1111:AAAA:3::/64

R1#show ipv6 interface s0/1/1

Serial0/1/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::213:19FF:FE7B:5004

Global unicast address(es):

2340:1111:AAAA:4:213:19FF:FE7B:5004, subnet is 2340:1111:AAAA:4::/64 [EUI]

ple Ulgic plazewl o Yoy next-hop IP ulgieS pasiwy FE80::213:19FF:FE7B:5004 ulgiell Ol x>\
unique local unicast _ols> Ulgic ol global unicast




Multicast and Other Special IPv6 Addresses
Qo Gusliel yas auog) (Sl Jgaxll

Purpose IPv6 Address IPv4 Equivalent
All IP nodes on the link FF02::1 Subnet broadcast address
All routers on the link FF02::2 N/A

OSPF messages FF02::5, FF02::6 224.0.0.5, 224.0.0.6
RIP-2 messages FF02::9 224.0.0.9

EIGRP messages FFO2::A 224.0.0.10

DHCP relay agents (routers FF02:1:2 N/A

that forward to the DHCP

server)

Loopback IP ::1 (127 bin0sanda 1) |127.0.0.1

Unknown IP :: (all bin 0s) 0.0.0.0

IPV6 \9 aud,boll Josi wuS
Ulgic g8 vlgiell 1img FE80::/10  Tow silg link local address vlgic wlwsw ad,lll pgas .\
Jow ol
( FEO02::2 00 Routers ulgic UgSy) Routers gio> g WOapdl LS, u> RS 8,Lwl ad, bl Jowys .Y
algbg prefix ulgic ¢ Default gateway o aosld sle Joa=ll J=I oo
&> (sJl dl,Jl 0dd Jow)ig link local wlgic g Router wlgic UgS, > RA 8Ll Router >, .Y
ay9llaoll wlogleoll lpslacy wld, bl
O Weaw JUI Ll stateless autoconfiguraion ga aslald] @guell g9 VS JI> 08 &
(RA 3,Lal o ade wda> sil) prefix o Loy polzdl unicast Ulgie Ol a9 kbl o985 .a
Interface ID wluu=) EUI-64 adc wauaig
Domain puwlg DNS Server ulgic DHCP Server o a9,b)l wlli .b
Jgbg IP ulgic DHCP 0 i au9,ball uls Statful DHCP ga aslalidl @&giell g95 OIS J> 8 .0
Domain puwlg DNS Ulgicg default gateway ulgic cUiSq prefix

Easily Seen Hex

Type of Address Purpose Prefix Prefix(es)
Global unicast Unicast packets sent through the public | 2000::/3 2or3

Internet
Unique local Unicast packets inside one organization | FDOO::/8 FD
Link Local Packets sent in the local subnet FESO0::/10 | FES, FE9, FEA, FEB
Multicast (link Multicasts that stay on the local subnet FF02::/16 | FFO2
local scope)
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IPv6 Routing Protocols
IPV6 g0 @wiziuoll Routing protocols guogy sJUJI Jgaxll

Routing Protocol Full Name RFC
RIPNng RIP Next Generation 2080
OSPFv3 OSPF version 3 2740
MP-BGP4 Multiprotocol BGP-4 2545/4760
EIGRP for IPv6 EIGRP for IPv6 Proprietary

P > Aodiswo]| PLu,dl Lo o G IPVE pea) WVgSgigydl i (sle wMaei dac gyl
11> Header olazesiwl

lesl s> FF02::9 Ulgusll plaziiwl Multicast Jilw, JSow sde Cya=adl Jow,s RIPNG JgSgig | Wiod
JUWI 5= Next hop J ulgisS link local unicast ulgiell oaziws

Lot iwdnd adsladl Llsodl Lol

IPv6 Configuration

Router s Loy aliesi wu=xad IPV6 JgSgig Lol wulals JSeinw Josy IPV4 JgSgig | suol,udl JSiaw
IPV6 Ulgic @log JS slac| wuzg

J=ai SJg Network ol paziws V L) alog JS s99 Router (a9 Loy au>gill JgSgigr Jumsi vz &lJiS
augllnodl WMogll (sle JgSgig

Wl sl g JsSsisyy oSl Juma)
ipv6 unicast-routing oVl plaziowl el JolS 9 IPV6 routing Juess =)

ipv6 router rip name oVl passiw RIPNG Jueaid Mind wgllaoll JgSgigydl Jusas =T
ipv6 address address/prefix-length [eui-64] : oVl plaziwl Ipv6 Llgic dlog S clac| =Y
ipv6 rip name enable ;oY pazsiws RIP JgSgigy go Wind ¢ wMogll 9 au>gill JgSgigy Jumss =&

weSy Ul byiiy 9 ¥ ) udl (89 s9>90dl 0Vl (89 s9>g0ll ooVl 8o (sl Ld Nname vl cu>
Routers guo> 9 la>g0 o)

Jlio
R1#show running-config

I this command used to enable Ipv6 routing
ipv6 unicast-routing

interface FastEthernet0/0

ipv6 address 2340:1111:AAAA:1::/64 eui-64
ipv6 rip atag enable

Ithe last command used to enable RIP in fa0/0

interface Serial0/0/1
ipvb address 2340:1111:AAAA:2::1/64
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ipv6 rip atag enable
interface Serial0/1/1
ipv6 address 2340:1111:AAAA:4::/64 eui-64
ipv6 rip atag enable

ipv6 router rip atag
! the last command used to enable RIP in Router

R1#show ipv6 route
IPv6 Routing Table - 10 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route

I1 -ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary

O - OSPF intra, OI - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R

C
L

::/0 [120/2] via  FE80::213:19FF:FE7B:2F58, Serial0/1/1

2340:1111:AAAA:1::/64 [0/0] via ::, FastEthernet0/0
2340:1111:AAAA:1:213:19FF:FE7B:5004/128 [0/0] via ::, FastEthernet0/0

2340:1111:AAAA:2::/64 [0/0] via ::, Serial0/0/1
2340:1111:AAAA:2::1/128 [0/0]  via ::, Serial0/0/1

2340:1111:AAAA:3::/64 [120/2] via FE80::213:19FF:FE7B:5026, Serial0/0/1

2340:1111:AAAA:4::/64 [0/0] via ::, Serial0/1/1
2340:1111:AAAA:4:213:19FF:FE7B:5004/128 [0/0] via ::, Serial0/1/1

FE80::/10 [0/0] via ::, NullO

FF00::/8 [0/0] via ::, Null0
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R1#show ipv6 interface brief

FastEthernet0/0 [up/up]
FE80::213:19FF:FE7B:5004 --------- link local (automatically generated)
2340:1111:AAAA:1:213:19FF:FE7B:5004 --------- global unicast

FastEthernet0/1 [up/up]
unassigned

Serial0/0/0 [administratively down/down]
unassigned

Serial0/0/1 [up/up]
FE80::213:19FF:FE7B:5004
2340:1111:AAAA:2::1

Serial0/1/0 [administratively down/down]
unassigned

Serial0/1/1 [up/up]

FE80::213:19FF:FE7B:5004
2340:1111:AAAA:4:213:19FF:FE7B:5004
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