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:Linux open Suse &y, 3 nagios slu|

Jis PACKAZES Ul (ans 9325 ] gliss Ll
Apache2 e
C/C++ development Libraries e

ol s LiS) -1

Become the root user
Su -l
Create a new nagios user account and give it a password

/ust/sbin/useradd -m nagios
passwd nagios

Create a new nagios group. Add the nagios user to the group.

/usr/sbin/groupadd nagios
Jusr/sbin/usermod -G nagios nagios

Create a new nagcmd group for allowing external commands to be

submitted through the web interface.
Add both the nagios user and the apache user to the group
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/ust/sbin/groupadd nagcmd
/ust/sbin/usermod -G nagcmd nagios
/usr/sbin/usermod -G nagcmd wwwrun

¢ Compile and Install nagiosy nagios —.sss i s -2

mkdir ~/downloads
cd ~/downloads

Extract the Nagios source code tarball.
tar xzf nagios-3.0.2.tar.gz
cd nagios-3.0.2

Run the Nagios configure script, passing the name of the group you
created earlier like so:
./configure --with-command-group=nagcmd

Compile the Nagios source code.
make all

Install binaries, init script, sample config files and set permissions on
the external command directory:

make install

make install-init

make install-config

make install-commandmode

Don’t start Nagios yet - there’s still more that needs to be done...
¢ Customize configurationy wisiaeyl oo -3

Sl mas ais wislasYl wlid

/usr/local/nagios/etc
bl & as2 51l cONtACts.Cfg il o0 s dmglill U by a5 2 Y Aol 0o

/usr/local/nagios/etc/objects/contacts.cfg
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il e diliie A1 Jaa ¥l xd9y Juerdl iy psi
vi /usr/local/nagios/etc/objects/contacts.cfg
(configure Web Interface) .yl igals cusss -4

Install the Nagios web config file in the Apache conf.d directory.
make install-webconf

Create a nagiosadmin account for logging into the Nagios web
interface. Remember the password you assign to this account - you’ll
need it later.

htpasswd2 -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

Restart Apache to make the new settings take effect.
service apache2 restart

. Nagios plugins —uaisy ies 5 -5

Extract the Nagios plugins source code tarball.
cd ~/downloads

tar xzf nagios-plugins-1.4.11.tar.gz

cd nagios-plugins-1.4.11

Compile and install the plugins.
.Jconfigure --with-nagios-user=nagios --with-nagios-group=navies

make
make install

Start Nagios -6
Add Nagios to the list of system services and have it automatically
start when the system boots.
chkconfig --add navies
chkconfig nagios on

Verify the sample Nagios configuration files.
Jusr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
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If there are no errors, start Nagio
service nagios start
Login to the Web Interface -7

You should now be able to access the Nagios web interface at the
URL below.

You'll be prompted for the username (nagiosadmin) and password
you specified earlier.

http://localhost/nagios/

(Sl Bilex Je 131,11 LYl saalal Service Detail s bl oY1 ose
: NRPE o5

LI lghal a3y nagios-plugins-1.4.6.t1ar.gz L)l cuwis oy

e S ]| -1

Become the root user. You may have to use sudo -s on Ubuntu and other
distros.
su —1

Create a new nagios user account and give it a password.
/ust/sbin/useradd nagios
passwd navies

Create a directory for storing the downloads.
mkdir ~/downloads
cd ~/downloads

Extract the Nagios plugins source code tarball.
tar xzf nagios-plugins-1.4.6.tar.gz

cd nagios-plugins-1.4.6

Compile and install the plugins.

Jconfigure

make

make install
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The permissions on the plugin directory and the plugins will need to be fixed
at this point, so run the following

commands.

chown nagios.nagios /usr/local/nagios

chown -R nagios.nagios /usr/local/nagios/libexec

: NRPE daemon .5 -3

cd ~/downloads

Extract the NRPE source code tarball.

tar xzf nrpe-2.8.tar.gz

cd nrpe-2.8

Compile the NRPE addon.

.Jconfigure

make all

Install the NRPE plugin (for testing), daemon, and sample daemon config

file.

make install-plugin

make install-daemon

make install-daemon-config

Install the NRPE daemon as a service under xinetd.
make install-xinetd

Edit the /etc/xinetd.d/nrpe file and add the IP address of the monitoring
server to the only from directive.

only from=127.0.0.1 <nagios ip address>
Add the following entry for the NRPE daemon to the /etc/services file.
nrpe 5666/tcp # NRPE

Restart the xinetd service.
service xinetd restart
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Host:

define host{

host name

alias

address

parents

check command
check interval

retry interval
max_check attempts
check period
process_perf data
retain_nonstatus_information
contact groups
notification interval
notification period
notification options

}

HostGroup:

define hostgroup{
hostgroup _name
alias

members

}

Service:

define service{

host name

service _description
check command
max_check attempts
check interval

retry interval

check period
notification interval

bogus-router
Bogus Router #1
192.168.1.254
server-backbone
check-host-alive
5
1
5
24x7
0
0
router-admins
30
24x7
d,ur

novell-servers
Novell Servers
netwarel ,netware2,netware3, netware4

linux-server
check-disk-sdal
check-disk!/dev/sdal
5

5

3

24x7

30
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notification period
notification options
contact _groups

}

Servicegroup:
define servicegroup {
servicegroup name
alias

members

}

Contact:

define contact{

contact name

alias
host_notifications_enabled
service notifications_enabled
service notification period
host_notification_period
service_notification_options
host_notification _options
service_notification _commands
host_notification _commands
email

addressl

address?2

can_submit commands

}

ContactGroup:
define contactgroup {
contactgroup name
alias

members

}

24x7
w,C,I
linux-admins

dbservices
Database Services
ms1,SQL Server,ms1,SQL Server Agent,ms1,SQL DTC

M.Mohammad

Moustafa Najm

1

1

24x7

24x7

W,U,C,I
dur

notify-by-email
host-notify-by-email
Moustafa-MN@]ocalhost.
XXXXX.Xyyy@neotech.com
555-555-5555

1

novell-admins
Novell Administrators
Moustafa,Mohamad
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Timeperiod:
define timeperiod {
timeperiod name

misc-single-days

alias Misc Single Days

2008-01-28 00:00-24:00 ; January 28th, 1999

monday 3 00:00-24:00 ; 3rd Monday of every month

day 2 00:00-24:00 ; 2nd day of every month

february 10 00:00-24:00 ; February 10th of every year

february -1 00:00-24:00 ; Last day in February of every year
friday -2 00:00-24:00 ; 2nd to last Friday of every month
thursday -1 november 00:00-24:00;  Last Thursday in November of every year
b

Command:

define command {
command name
command_line
$HOSTADDRESSS

}

check pop

Servicedependency:
define servicedependency{
host_name
service_description
dependent host name
dependent service description
execution_failure criteria
notification_failure criteria
b

Serviceescalation:

define serviceescalation {
host name

service _description

first notification
last_notification
notification_interval
contact groups

}

/usr/local/nagios/libexec/check pop -H

WWW1
Apache Web Server
WWW1
Main Web Site
n
Ww,u,C

nt-3
Processor Load

4

0

30
all-nt-admins,themanagers
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Hostdependency:

define hostdependency{

host name WWWI1

dependent host name DBASEI1
notification_failure criteria d,u

b

Hostescalation:

define hostescalation{

host_name router-34

first notification 5

last notification 8

notification_interval 60

contact groups all-router-admins

b

Hostextinfo:

define hostextinfo {

host name netwarel

notes This is the primary Netware file server
notes_url http://webserver.localhost.localdomain/hostinfo.pl?host=netware1
icon_image novell40.png

icon_image alt  IntranetWare 4.11

vrml_1mage novell40.png

statusmap image novell40.gd2

2d_coords 100,250

3d coords 100.0,50.0,75.0

b

Serviceextinfo:

define serviceextinfo{

host name linux2

service description  Log Anomalies

notes Security-related log anomalies on secondary Linux server
notes_url http://webserver.localhost.localdomain/serviceinfo.pl?host=linux2 &service=Log+Anomalies
icon_image security.png

icon_image alt Security-Related Alerts

b
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Network Management Principles and Practice - Mani Subramanian
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