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The Hierarchical Network Model
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Network diameter is the number of switches in the path of traffic between two endpoints.
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Bandwidth aggregation is normally implemented by combining several
parallel links between two switches into one logical link.

An oval encompassing
saveral links is used in
network diagrams to
indicate link aggregation,
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Modern networks use redundant links between hierarchical network
layers in order to ensure network availability.
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Small PBX Systams

Large Telephone Switches

Wiring Closet Infrastructure
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Port density
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Physical View
Multiple ports
are defined as
being party of
an
Etherchannel

group

FEEREI

Logical View

Subsystems

running on a
switch only see
one logical link

“—-
—
-
-
]

dag (LA

i) Ja3 Aga gana 5 Al Sl A pud) Ciliial ga Ao Aalad 3 gan A e o Liagi e Y
g g
Power over Ethernet
%J&Ayﬁwuﬁﬁgﬂ’eﬁd
8 Aaldl) oy acxi AN L gud) JUAS o Jola liSed B cldd gud) dalais) e
4 Jualiall Jlgal) day O i gead) pobiion Cua ClSAD L gl oIS (8 Aliaad) DAY (1
UTP Jis s 4dllly
B3gaY) o bl i pad) (B (il O il Eua ) e (e 4R 0dgd oS AR Y
A g A) Gl gu gy el g Jy ASAD il ga g il pualsl) Jia ASE ac i Y
Bl jdaa cpe Bally Leidial Jhadal o)) e Al 5 cu i) e Al Al LAl



WEB Camera

Indoor AP

NPE-5818af

et ¥ AY) S POE ao Lgudary Y100 £ i (e il gau B30 Gy 4 jla 020

POE 4alS Badia

Catalyst 3560-24TS Catalyst 3560-48TS

= 24 10/100 + 2 SFP ports = 48 10/100 + 4 SFP ports

Catalyst 3560-24PS Catalyst 3560-48PS

= 2410100 + 2 SFP ports = 48 10/100 + 4 SFP ports
= 370W PoE « 370W PoE
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WL__;E.L;.! Cisco Catalyst 4948
g = 10/100/1000 + 2 10GE wire speed switching
* Rack-optimized server switching
= Jumbo frame support
Full Layer 3 Routing = Dual, hot swappable, intemal power supplies
= Hot swappable fan tray

Cisco Catalyst 3750-E and Catalyst 3750

= Stackable 10/100 and GE configurations

= 2 10GE X2 uplinks with GE migration using Cisco TwinGig
= Cisco StackWise™ Plus and StackWise technol ogy

= Enterprise-class intelligent Layer 3/4 services

= Modular power supply with 3750-E

* PoE configurations with up to 15.4W on all 48 ports

Cisco Catalyst 3560-E and Catalyst 3560

= 10/100 and GE configurations

= 2 10GE X2 uplinks with GE migration using Cisco TwinGig
= Enterprise-class intelligent Layer 3/4 services

= Modular power supply with 3560-E

= PoE configurations with up to 15.4W on all 48 ports

Price-Performance

Layer 2 Intelligent Services
Cisco Catalyst 2950 and Catalyst 2860
= 10/100 and 10/100/1000 Layer 2 switching
= Fixed uplink and GBIC-based gigabit connectivity
= Basic through advanced intelligent services

GUI-Managed

Cisco Catalyst Express 500

* Low-density, standalone, managed 10/100 switching
= Tailored for businesses with up to 250 users

Function, Flexibility, Scalability

Port Security
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Top Assembly Revision MNumber : BO

Version ID : Ve

CLEI Code Number : COM1100ARC

Hardware Board Revision Number : Ox01

Switch Ports HModel b= ersion SW Imz=ge

# 1 Zg 5-C3580-2Z4F3 1Z.Z(37)8E1 C3580-ADVIPSERVICESKE

Cisco IOS Scftware, C3580 Scftwere (C3580-RDVIPSERVICESES-M), Versicm 12.2(37)SE

Inc
Switch»en
Switchgconf t
Enter configuration commands, one per line. End with CHTL/Z.
Switc I tname naderelmansiswitch

naderelmansiswitch ::nfig-ﬂ
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E sco Security Device Manager {(SDM): 192.168.2.151 = EI|1|
File Edit Wiew Tools Help

’”’ “wizard _JL Adwvanced = | Monitor 3 = 2
5] Mode Made 2 tece | Fiefresh Liliver Help

Cisto SYSTEMS

Monitor Mode i
Host Name: CNC2611
~ Haridware Software
ol Model Type: Cisco 2611%M 10S Version: 12.3(58)
e Total Memony: 128 mMB SDM Version: 11
Inkerface Status Total Flash: 48 WMB
- 2 Update
ZF Interface Status [Eid Resource Status
Total Interface(s) Up: 1 CPU Usage: 5%
Total Interface(s) Down: 1 Memory Usage: 17%
(To monitor, clickthe Interface Status button on the left pane.)
Logging
M Firewall Status B8 VPN Status
No. of Attempts Denied: o Ho. of Open IKE SAs: o
Firewall Log: Mot configured HNo. of Open IPSec Tunnels: o
(To monitor, clickthe Firemall Status button on the left pane.) (To monitor VPN, click the VPN Status button on the left pane.)
& Log
Total Log Entries: o High Sewverity: o]
VWarning: 1}
Informational: 0
Severity | Time D
|
Monitar Mode 00:10:24 UTC Mon Mar 01 1993
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+ Stack operates a single unified system with integrated stack management
+ Automatic SW version checking

Stackwise + Auto configuration

(Cat 3750) + 1:N Master failover (sub second L2, sub 3-seconds L3)

+ Cross stack EtherChannel®

+ Hot add/delete: plug-and-play

+ Advanced routing protocols like OSPF, EIGRP, & EIGRP-stub
* Multicast routing: DVMRP tunneling and PIM

L3 Routing + Equal cost routing for load balancing

» Multi VRF-CE

* |Pv6 forwarding and management

-E- + 24 & 48 port available in FE or GE models

L IGIET S+ 24 10/100/1000 + 4 SFP
(¢]3 - 48 10/100/1000 + 4 SFP

* NAC LAN port IP
+ Dynamic ARP Inspection

Enhanced + IP Source Guard
Security * PVLAN

* RACLs

+ 2000 ACEs for Security, QoS, and multicast filtering
+ 1000 VLANs
+ 2K multicast groups as

L.uu'au.;ﬂ‘}w&ﬂulﬂ\Q@M\MQM\JAM%KJJ&ADM3
ol <A

+ 10/100/1000 + 2 10GE wire speed switching
Catalyst Space-Constrained - Dual, hot swappable, internal power
% 4900 Server Racks supplies

* Hot swappable fan tray

= High-speed stacking
= L3 dynamic routing
% cgt.;lsI%St Enterprise-Class - PoE support
R « Operates as a single unified system with

integrated stack management

= PoE support
- Catalyst EnteroiiseClass L3 dynamic rout!ng .
3560 - Enhanced security to prevent man-in-the-

middle and virus attacks

Catalyst Mid-Market & = Granular control of L2+ L3/4 services
2960 Entry-Level - Baseline enterprise security, availability,

Enterprise management, and QoS features

Eata yst SMB = Smart, Simple, Secure
Xpr
' ss (< 250) - GUI Managed




1.2.3 Switch Features in a Hierarchical Network
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+ Port security

+ VLANS @ @
+ Fasl Ethemet/Gigabit Ethernet G Peul

+  Power over Ethemast (PoE) Sone

+ Link aggregation

+  Quality of Service (QoS)
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* Layer 3 Support

- High forwardeg ot & &

+  Gigabit Ethernat/10Gigabit
Ethamat
+ Redundant components

« Security Policies/Access Control Ll
Lists @ ﬁ Distribution Layer

= Link Aggregation
= Q08
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+  Layer 3 Support

= Very High forwarding rate @ %} Core Layer

+  Gigabit Ethernat/1 0Glgabit

Ethamaet ; : :
Redundant components

- Link Aggregation Pt =i
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1.2.4 Switches for Small and Medium Sized Business (SMB)
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Catalyst Express 500
Catalyst 2960
Catalyst 3560
Catalyst 3750
Catalyst 4500
Catalyst 4900

Catalyst 6500

JASA Lgasmds fabind g
Modular Switch Solutions

e Cisco Catalyst 6500 Series
e Cisco Catalyst 4500 Series

Fixed-Configuration Switch Solutions

Cisco Catalyst 4948 Series
Cisco Catalyst 3750 Series
Cisco Catalyst 3560 Series
Cisco Catalyst 2960 Series
Cisco Catalyst Express 500 Series
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Wiring Closet
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o and 4500-E and 6500-E
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Core, Aggregation and End-of-Row
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Catalyst 6500 and 6500-E Catalyst 6500 Virtual

Rack and Blade Server Access
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Service Provider

.,_c_texmiL_thl

e CEEN

Catalyst 3750 Metro ME 6500 Catalyst 6500 and 6500-E

WEEsEaEEE  S== e

ME 3400 ME 4900 Catalyst 4500 and 4500-E

A B oMy Laldly agls alkiiu g

Catalyst Express 500



Model

CEBDO-24TT

CEB00-24LC

CE500-24PC

CEBO0G-12TC
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Port Density and Type Forwarding Rate  PoE Class 2/ PoE Maximum Power
Class 3 Devices Consumption /
Supported Dissipation

24 Ethernet 10100 portz and 2 | 6.6 Mpps - 30V, 102 Btu per hr

10/100/1000 BASE-T ports

20 Ethernet 104100 ports, 6.6 Mpps 4/4 110 W, 154 Btu per hr
10 ports with PoE, and 2
10/100/1000 BASE-TISFP portz
24 Ethernet 10400 ports with 6.6 Mpps 24/24 450 W, 306 Btu per hr
PoE, 2 10/100/1000 BASE-
TISFP ports

18 Mpps - 45W, 154 Btu per hr
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Catalyst 2960 cisco switch

.@'t;unll _}hh I

-I-I-I-I _-H-I-HD@E
- |G Y

_ gooonoog

T Ao cu Al S dpagalS) il piida JUA (e dra Jalatiin o) g8 (5 gadd) 138
packet tracer 7\ .: ol iw dlM j ecena switching

@asall sl

1| |
Time; 00:03:14 | Power Cycle Devices
. = T, — mr M o =
Solll> (| e - ()
| Switches | |2es0-2¢ zssor | {2960 | JGeneric! Generic) | 2355 | igeneric

- =
F’ 's | 2060-24TT |
A0 @ jaal) 9 adlal) Jeay Gl 98 g

Al g gl aanalll 2 access layer Jsagl Ay (i (el 18 -
U giall g 5 _pshual) Sl

32 gb/s /) 16 gb/s (= s A4 Forward rate -

QOS i:ald oy -



i Y g L) L) aa Jalay 548 Y Tayer 3 Y S (n Ly aoy
ADA (1 access list J« 4isal

9 EAYEIA Gl amy Ve[V e[V cliped) ) gl asan o o siag

o gliag ¥ s A gd A gud!

aadi sy (<l g POE 4xald acdy Y 4] 1983 gSunn drapalsi cilila 8 Caudl
mu\dheﬁudad}a VY A iag S aBga o i gud) LA g4 Aadial
i AN piaia 9 Ciseo JIOS (i bl salae) aubaicd

A48 5 ks (/18 Sixed (iligw YT

ST el gSin pBga (Ao (i guad) Aadia Bl 3y p
http://www.cisco.com/en/US/products/ps6406/index.
.html

Cisco Catalyst 3560 series
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Catalyst 3750
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