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S\l gaees
172.16.210.0/22 host ) Les 2l siall 4030 ¢ sie sa La -1
172.16.64.0- A
] | e 172.16.32.0- B

255.255.252.0 5 “iwadll ol sie o AND 4l 172.16.208.0- C
172.16.200.0- D

Wi SOLWK-E
172. 16.210.0 172. 16. 11010010.00000000
255.255.252.0 255.255. 11111100.00000000
172.16.208.0 172.16.11010000.00000000

172.16.5.68/27 host I L aal sial) 408l ) sie 8 e -2
172.16.5.32- A
172.16.5.16- B
255.255.255.224 5 <anadll o) sie 0 AND dlee 172.16.5.64- C
172.16.5.0- D
i SSLWE-E
172.16 . 5.01000100 o
255.255.255.11100000
172. 16. 5.64
:(Host ) sial 4nia (1S3 ¥)172.16.0.0 4Seill a0 Y )V [P o) gic 8 W -3
172.16.0.254- A
172.16.3.254- B
172.16.0.0/16 4530 BROADCAST o sie Jiay  172.16.255.255- C
172.16.2.0- D
i SSLKCE
255.255.0.0 s» default subnet mask i
First host =172.16.0.1
Last host=172.16.255.254
host () sl 4xie Sy ¥ Broadcast =172.16.255.255

:sub netting s host J! 2 s L 172.16.5.68/19 Jull o) siall Lisal 4
I 13 Ay s aall Al (Wlaal )l 3 Wl 255,255.224.0 s mask Ll
7=2%-1 s 4 3all il e 5 8190 = 2% -2 s hosts 2a= (5S4 hosts

8= sub netting 41 5 254= host I 2=~ A

7= sub netting 4! 5 254= host I 2=- B

7= sub netting <! 5 8190= host ) sxc- C

7= sub netting 1 5 8192= host I 2x=- D

8= sub netting 41 5 8190= host Jl 2x=- E
A S G host 100 Wl 5 sub netting 4w s 4805 500 (e (585 A5 Wl 5
Al 3 anliall Mask W class network B s aadicall o)) giall Jaai 5 43 5
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255.255.0.0- A
255.255.255.128- B
255.255.255.192- C
255.255.255.64- D
. 255.0.0.0- E
2I%5 < 45 el (Sanl 5) s 9 £ iad 2A9=512>=500 Liia A% 500  lis L Ly
default sl J)sadl pai cava B caall Ui Lual s host U (Jldaal)alis 7 i 5 4 5al)
255.255.255.128 muas dideall 238 22y 5 255.255.0.0 s» net mask
255.255.11111111.10000000
1 % VLSM plasiuly Mask 088 (0l siadl (4 5% pae) [P ol sie il 3, 55 -6
27- A
/28- B
/29- C
/30- D
/31- E
(S i Jisadl s g
You have a network that supports VLSM and you need to reduce IP address waste
in your point to point WAN links. Which of the masks below would you use?

A 127 255.255.255.224
B. /28 255.255.255.240
C. 129 255.255.255.248
D. /30 255.255.255.252
E. /31 255.255.255.254

Badiall ) A Le S () siall Wil 17
192.168.16.168
192.168.16.169
192.168.17.170
192.168.18.171
192.168.18.172
192.168.19.173
192.168.17.174
192.168.20.175

192.168.16.0/24- A
MASK 5192.168.16.0 Wl muay dailudl oy slinll (0 &l jidia <y 21 Jol 235 192.168.16.0/21- B
O skiad) 03¢ 255 255.248.0 s
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192.168.16.168 192.168.00010000.10101000
192.168.16.169 192.168.00010000.10101000
192.168.17.170 192.168.00010001.10101010
192.168.18.171 192.168.00010 10.10101011
3% 102.168.18.172 192.168.00010 10.10101100
192.168.19.173 192.168.00010011.10101101
192.168.17.174 192.168.00010 01.10101110
192.168.17.175 192.168.00010 01.10101111

255.255.248.0 s maskys 192.168.16.0 A uadlill dsuk ¢ g3
192.168.16.0/20- C
192.168.16.0/19- D
192.168.18.0/21- E
-Aakalal) 5Ll yid) -8
Al Aal) Cuads MTBF caala ) WIS A
Olae o Jaldll a3l Jaw s MTBF(Mean Time Between Failure)
Aa) 4al) cnla )l MTTR et LS. B
Jhaall #3ay o 53 e )l e s MTTR(Mean time To Repair)
43U throw put ) [PALS ),‘Si kbl aae K WIS- C
AB-D
KL E-E
s aaklall 3 el id) -9
o lll ki SMF- A
(Ll a3y SMF O pussall) LED p3iivss SMF- B
oS cadll jld MMF- C
aly sl Slilua aadiy SMF- D
NLKEE
ai Wild age e de judl dale (IS 5 Uadl o ga 5 0 s i) Ju s o Lo i 130 210
a3 )k
Cut and through - A
Buffering - B
Stored and forwarded- C
CRC-D
i SSLKE

s aaddin Lld 4 ) ClSual aladiul Bl 13) 211
IGRP- A
OSPF- B
EIGRP- C
RIP v2- D
RNLE-E
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Which of the following adds the trunking header for all VLANs except one -12
Baal e liiuly ¢ 4y Ul Adaall GISAN aead Jia sl ul 5 Clay L s
IEEE 802.11- A
IEEE802.1W- B
IEEE802.1Q- C
ISL- D
Both C and D- E
lalali 3 5lell pa) -13
:oli) G Router gas iy
LY Router Jhass Jia 84S0l Joe 43S A
Al Aplalia) dicline- B
(Al Aal) ey s Blpall (1)) Jdae S dajlia- C
aall Jshl daly) ualis D
Through put - E
alalall 3 5l s -14
iy A 5 sl s Terminal/host - A
a3l ua 55 symmetric B sa Client/host- B
olad¥l s g9 5l g8 Server/server- C
o3l Al 5 Asymmetric ¢S5 Peer to peer- D
SLWEE
: oe 3oke s switch -15
2l 2axia Hub - A
3liall 22230 Bridge - B
ddie JS Joise Jlas e C
BothBand C- D
Both Aand C- E
aailad 4 bridge -16
number collision x> A
collision domain 2= u % B
oS! Bandwidth 4e)s ga e Jig- C
Both Aand C- D
Both B and C- E
allall s el jial) 17
Al mpenald Laslgha o i Y Al el A
ACL Ao 4y sulall DISLEN (el aainy- B
A8l Jead dpapdall ) a8 403 ool Ll lidl 23 D
BothAand D - E

;%MG&YJL“J?JW@S!M\)\&LAQFJ%LA Laie -18
dh&)?\QLhAAJJQ—A
Jaianall ¢ Jus pall G JEEM o 5ll (e - B
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DS Jare 5 kil g 5 D
RNMLEE
Asasaall syl 58 19
Alidl 2= HUB s» BRIDGE - A
DATA LINKE LAYER 4l 45.Lll 5 3¢l 0« REPEATR - B
MULTI BROADCAST DOMAIN s SWITCH- C
two BROADCAST DOMAIN s HUB- D
ddliae Gl sae Jua o) 22d0u Bridge - E
daaaalls el a1 20
broadcast Domain ¢» 2 » Router - A
broadcast domain ¢~ J& Router - B
adline A ) segment ALS (e JEBYL mea 4 gall- C
Both A AND C- D
Both B and C- E
8L S Al ) g g1 21
Buffering - A
Cut and through put - B
Store and forwarded- C
.Sliding window- D
i SSLWE-E
il Jl b sl sall aa) a8 5 G g 330 adle Jsem g0 SWitCh Ll S 13 222
g 1l switch = 4alall Buffer (s 25 se Gl O i )
ey salely Juu YL &l o3 sl o iy A
Y dalai s B
35n5a e O siad) gl sl ) Al sale) S5 C
Jupall ) ) Uk ALs switch 2= D
562! e broadcast ale cu Jhu ) o5 39 50 Ol siall (S 1 13- E
(flooding) switch <Ll s e A ga gl
Asklall LY ksl 223
Peer to Peer Lwill (e & VOIP ik A
Peer to peer bl (3o & Client/host <léwki- B
Peer to peer Laaill (4 (& bl gl Gl C
Both Aand C- D
Both A and B- E
<V &b Broadcast domain o< Jalsill -24
SPI- A
ISL- B
VAP- C
VLAN with switch - D
WAN- E
s (half duplex) hub alasicl aadiie JS Jlai¥) 48 jla (eddivie 3 jde Lial -25
9 L dhdl 5 10Mbps de ju (s switch alaainls server addl ae cal sea sa
s server g eyl die addiie JS (e sall Jladll

5| dada
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1Mbps- A
2Mbps- B
10Mbps- C
100Mbps- D
i SSWE-E
s top/down A (e ply Asasaall sy 580 26
g sosiall bl daduilly cadle A
el ildlie 5§ g il Cilaal o i B
Calaa ¥l Judad g ASE) 8 Lealiag Al cilinkaill 48 e C
Gla) cilipdall ) 4y 3l AGkal) (pe g 5 pdiall 2ty el D
BothBand C- E
:o¥ Routers ¢ Juadl switches alasiul -27
Routers ¢ \e si ¢ i Switches- A
IP address e lalaic) dea ol 1mas% Router e 2 B
MAC Address (e laliel 4ga ol poa% switches e o3 C
Routers ¢ Lai y=a ) Switches - D
BothAandB - E
VLSM e All 4aa il &Y S 659 0 oA L -28
Which of the following routing protocols support VLSM
RIP-1- A
RIP-2- B
EIGRP- C
OSPF- D
> Band C,D- E
-29

Which of the following fully encapsulates the original Ethernet frame in a trunking
header rather than inserting another header inside the original Ethernet header

VTP- A

ISL- B
IEEE802.1Q- C
BothBand C- D
Wi SSLECE

s Router 4awl g esbaill Jiaall (collision domain ) J) Juad :4dasdle
(' segmentation ) .,xs88 o Bridge sSwitch

edbaill Juaall ana a5 L3y @l Lgipan ¢ ASAL AN 3 3ea) 0da Cuans
( collision domain)

gl Jlae e SIST ) a5l ceolail) Jaall Jaad (33 5k (e @lld
( collision domain ) : sedbaill Jlaall iy y2i

IS0 3 el 25y 09 a8 oy A Aiaie il i gnaalll (e N 2ae @llia (IS 13
@ a<3
()i
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( collision domain ) . eabal Jlas (cand amy ae G 5 saasl) 02a
( collision domain ) : sesbaill Jlaall g 55 Alial 028

7 i repeateri.lau\}}jhub&u\ﬁ@aﬂgjs)'ﬁiNmsdzddlS\bg\_
Aalia

Ol Y repeater s hub 1 o @l 2aly cadbal Jlae (oansi 5 3¢ Y) 028 aaen (ld

( collision domain ) (bl Jaall 222 (40

; ; (A\Jw&;})?ﬁ)ﬁim}w@ﬁ
Bridge s Switch 5! Router 4o s lelua 53 2355 jea) N 2ae clal (IS 13) Ll -

aae ) aal g Jlae (e ST ) caoliail) Jlaall a2 855 jeaY) o288
(A gun gall 5 362y

CCNA zlgia & IP sub netting g ic/
‘Host o) sie 033k ol (8 AV [P () sie 58 L 227
192.168.255.255/24- A
192.168.16.255/24- B
192.168.24.59/30- C
255.255.255.255- D
172.31.128.255/18- E

172.31.10000000.11111111
255.255.11000000.00000000
172.31.128.0
gna IP Olsie s 5192.31.128.255 HOst L 2al siall Ze jall A0l ) sie
4.3 s34 Gawa host - b o Sa

192.168.24.00111011
255.255.255.11111100
192.168.24.00111000
192.168.24.56 4<.ill broadcast Jis: 192.168.24.59 () siall 13) 403l ) sic
host_ 4 o)) sixS wlay ¥ Sy
:172.16.45.14/30 host address lel) (oainy S 4S8N ) sie W -28
172.16.45.0- A
172.16.45.4- B
172.16.45.8- C
255.255.255.252 mask s Host ¢! i s And 4lee 172.16.45.12- D
172.16.45.18- E
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172 . 16 .45.0001110
255.255.45.11111100
A3 o) e a5 172.16.45.12 = 172.16.45.00001100
- :192.168.15.19/28 4wl _aiiy of oSy o) Sy 53 hoSt ¢ 53 58 e -2
| Aada 192.168.15.17- A
192.168.15.14- B
192.168.15.29- C
192.168.15.31- D
BothAandC - E

192.168.15.00010011
255.255.255.11110000
192.168.15.16 1s¥! 4.l 192.168.15.00010000
192.168.15.17= First host =192.168.15.00010001
192.168.15.30 = Last host=192.168.15.00011110
192.168.15.31 = Broadcast =192.168.15.00011111
192.168.15.32 o &l 4.l
subnet mask st Lo 4 SlSudis yde ) zUss 5 class C network Ll -30
(Kar e HSTHOST (3 220 ) 4808l a3 lidl)
255.255.255.192- A
255.255.255.224- B
255.255.255.240- C
255.255.255.248- D
i SSWE-E
Default mask=255.255.255.0
Ten subnet no of network=2"n-2>=10 n=4
255.255.255.240 =Subnet =255.255.255.11110000
:201.100.5.68/28 host o) sie Ja¥ 4l ) sie g L -31
201.100.5.0- A
201.100.5.32- B
255.255.255.240 mask s <suaall o)) sie o And 4dee 201.100.5.64- C
201.100.5.65- D
201.100.5.31- E
201.100.5.01000100
255.255.255.11110000
201.100.5.64= 201.100.5.01000000
15 Sl audll & 5 7 users JsY) andll 8 as 5 aludl dsed (e 0 5K 4805 Ll 132
2 g9 oAl audll 5 7users @Il andll 8 5 13users Ul audll & 5 users
Ol e 0 subnet mask  s» e sthall 5 class C s IP o) sie Luals 16users
aud JS 3 host axe Ao dbadlaal) ae ALl aLudY) (e and (S asy
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255.255.255.128- A
255.255.255.192- B
255.255.255.224- C
255.255.255.240- D
255.255.255.248- E
255.255.255.252- F
Default mask=255.255.255.0
No of networks=5>=2"n-2 n=3 255.255.255.224

9| daia

Lo 43 ja 4805 JS 8 459 host J zUs3 9 B caall (10 172.16.0.0 43l Ll -33
: (Subnet (e 23e S|y )ASHEN w3¢] il subnet mask &
255.255.0.0- A
255.255.128.0- B
255.255.224.0- C
225.255.254.0- D
255.255.255.128- E
Default mask=255.255.0.0
No of host=459>2"n-2 n=9
255.255.11111110.00000000 =255.255.254.0
s host 5 il dae oS slhadll 5210.106.14.0/24 A<l ) sie Ll 34
1 network with 254 hosts - A
4 networks with 128 hosts - B
2 networks with 24 hosts - C
6 networks with 64 hosts - D
8 networks with 36 hosts - E
Default mask =255.255.255.0
2%-2 =254 s host J)axe 51 s ISl axe UL 5 default mask slaivd a5 L

500 usable host address per subnet s 100subnet i 5B —aall Lual (S 13) -35
:sliddl subnet mask 2 W
255.255.0.0- A
255.255.224.0- B
255.255.254.0- C
255.255.255.0- D
255.255.255.224- E
Default mask = 255.255.0.0
No of networks=2"n>=100 n=7
255.255.11111110.00000000=255.255.254.0

JBYI e (5 5iat 48 5 405 U8 5 43 ja iS5 51 zliad 5 C Caall Ll (1S 13) -36
. wliall subnet mask s» W 18 hosts
255.255.224.0- A
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255.255.240.0- B

255.255.255.0- C

255.255.255.224- D

225.255.255.240- E

Default mask =255.255.255.0

No of network=2"n-2 >=5 n=3

255.255.255.11100000 =255.255.255.224
300 - zlss s full class B address space i (e ol sic diaci |SP (i i -37
subnet mask L 3 le 50 hosts (s sas 4 ja 4503 JS 5 JBYI e 40 s A0S
; ASal) oded aulidl)

255.255.128- A

255.255.255.0- B

255.255.255.192- C

BothAand C- D

BothBand C - E
Default mask=255.255.0.0

No of network=2"n-2>=300 n=9
255.255.11111111.10000000=255.255.255.128 no of host = 2"7-2=126
No of network =2"n-2 n=10
255.255.11111111.11000000=255.255.255.192 no of host=2"6-2=62

10 | dsda

Network topology exhibit -38

192.1.1.20 192.1.1.22 ?
255.255.255.240 255.255.255.240

A Certkiller .com network administrator is adding host Certkiller 3 to the
network

shown in the exhibit.
Which IP address can be assigned this host on this network?

192.1.1.14 A
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192.1.1.18- B
192.1.1.20- C
192.1.1.30- D
Both B and D- E

-38
Which of the following IP addresses for the network 27.35.16.32/28 can

be assigned to hosts?
A. 27.35.16.32

B. 27.35.16.33
C.27.35.16.45

D. 27.35.16.44

E. bothBand C and D

Default mask = 255.0.0.0
27.35.16.00100000
255.255.255.11110000

AN o) e 27.35.16.00100000
27.35.16.31 = First host = 27.35.16.00100001
27.35.16.62 =Last host =27.35.16.00111110
27.35.16.63 = Broadcast =27.35.16.00111111
27.35.16.64 4l 4,4
-39
Your work PC has the IP address 172.16.209.10 /22. What is the subnet of this
address?

A. 172.16.42.0

B. 172.16.107.0

C.172.16.208.0 255.255.252.0 sIP ol sie ¢ And Adac
D. 172.16.252.0

E. 172.16.254.0

172.16.11010001.00000000
255.255.11111100.00000000

172.16.208.0 172.16.11010000.0000000

What is the maximum number of IP addresses that can be assigned to hosts on a
local subnet that use the 255.255.255.224 subnet mask?

A 14
B. 15
C.16
D. 30 No of hosts= 2°-2=30 because 255.255.255.11 1l
E.31
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F.32

If an Ethernet port on router was assigned an IP address of 172.16.112.1/20, what is
the maximum number of hosts allowed on this subnet?

A. 1024
B. 2046
C. 4094
D. 4096
E. 8190

DAl iy o) 0Ser g3 host 4 e stlaall 5 115.64.4.0/22 483l () sie Ll -42

115.64.4.1- A
115.64.7.254 - B

115.64.7.64 - C

115.64.6.255 - D

115.64.5.128 - E

115.64.12.64 - F

115.64.3.255 - G
caaEsDsCsBsA SiLE-H
115.64.00000100.00000000
255.255.11111100 .0000000

Kl lsie 8 5115.64.4.0 = 115.64.00000100.0
First host =115.64.4.1
Last host=115.64.7.254
Broadcast =115.64.7.255
115.64.8.0 s &) Al

O5Ses

First host=115.64.8.1
Last host=115.64.11.254
Broadcast=115.64.11.255

physical layer s¥) 43kl 3 jeal (10 -42
Router A
repeaters s Hub- B
Bridge- C
Switch- D
BothCand D- E
‘Data link layer 4l 43kl 3 j¢al (10 -43
Router A
repeaters s Hub- B
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Bridge- C
Switch- D
Both C and D- E

‘network layer 4l dadall 3 jeal (e -44

Router A
repeaters s Hub- B
Bridge- C

Switch- D
BothCand D- E



