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Course Outline: : 0)gl ¢y apw
- Introduction to the Personal Computer. sl cowld ) desde -
- Safe Lab Procedures and Tool Use. Aol dliee b doasitanll wlga¥lg ole¥ wilgly>] -
- Computer Assembly - Step by Step. bgdas dadas - owldf 2o
- Basics of Preventive Maintenance and Trou sl Dl wlowba g du5E8g00 olgl>XT -
bleshooting. - Jes sl dotas bl -
- Fundamental Operating Systems. Joo yigera Sl diliw _.L_\»L‘»i -
- Fundamental Laptops and Portable Devices. . dudgunll _.l_»._lelg wlelhf Slew _.L_\»L‘»i -
- Fundamental Printers and Scanners. RCH KA | _.L_\»L‘»i -
- Fundamental Networks. A dlly 542 ¥l olel cilisslas -
- Fundamental Security. - gl ol wligSo i -
- Advanced Personal Computer. - S desll dotasl ol -
- Advanced Operating Systems. - Jae g o ST Lilios ofyz> -
- Advanced Laptops and Portable Devices. dSgall alsllly oleyln i dilew bl s -
- Advanced Printers and Scanners. colS G s -
- Advanced Networks. L AS Gy 83g> X Lol calyzs -

- Advanced Security.
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LAN wlauidl dlung culyi 6)ga

> 60:00
HOURS

: 6yg2Jl laal

Windows) oSl dwld) Joe Sl dotasl g-bl go Joleilly . Lgiiluog oLl 8)lsly wusS,5 il Jol oo
¢S waw dyealST o daqiell CISCO IT 28slg-is e Joadly (gAlaly iady Alacy ele JSiu (Server+Linux
AL By9adl jgun > s 0 .COMPTIA ES, oo Ne dullell slazeX] Balgh ole Jouasll cllials 1) sLaXL

Course Outline:

- Operating System Fundamentals

- Introduction to Networking

- Physical Components of a Network
- TCP/IP Networking

- Overview of Network Services

- Introduction to Network Operating Systems.

- Installatio.

- Windows 2000 Professional.

- Linux Installation Procedures.
- Linux Administration.

- Advanced NOS Administration.

- Installing and Maintaining Hardware in Linux.

- Troubleshooting the Operating System
- Network Security
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CCNA Network LEVEL (1)
4w el Jus i 6)ga Network

Cisco Certified Network Associate

: 6ygJl laal

! i Silyids 390l 03b s oty (CiSCO) Bolg—sb e Jomal) ol boladl Lo 5y9all 0isn

AS W ddaselly dealelf eilindazll JSLive J>g

wil gl Jue sl oo So gy bac ‘A’A_i..."_\.v'g (Routers) ¢ (Switches) Jf o JS iyy—2g Jut sl LgIMs- (g0 cajailf olesy
olo¥l ol andntg L1 M LS dudf gLy, (WANS) ddlelf olS5ulg (LANS) A el S elaa s e by=illy
WAN deslgdl ol Gl wlslscf g ro>g NATEPAT Jf wlantasg, IP V1« soa 3 JgSogrull Lo by o3lly L gy dald

ICND1: CCENT

-Module 1 - Building a Simple Network.
-Module 2 - Ethernet Local Area Networks.
-Module 3 - Wireless Local Area Networks.

-Module 4 - Exploring the Functions of Routing.

-Module 5 - Wide Area Networks.

-Module 6 - Network Environment Management.

ICND2 : CCNA

-Module 1 - Small Network Implementation.

-Module 2 - Medium-Sized Switched and Routed
Network Construction.

-Module 3 - Single Area OSPF Implementation.

-Module 4 - EIGRP Implementation.

-Module 5 - Access Control Lists.

-Module 6 - Address Space Management.

-Module 7 - LAN Extension to a WAN.

: 6)gJl wlpoo

s> Balgog Aullall ¢S anaw deoslST o Balgads Ul pric -
Alell da V¥ ag o0 4T Cange nigng, Silo oo
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LEVEL (2)

Network g alpan’ lyial 6)ga

CCNP Network

Cisco Certified Network Professional

: 6ygaJl laal

2339 (Routing Switch) ¢S wisw djg>) Lo Ioloiel A lglly ALS) oS bl &)hsly Jud s ;6 dione Al -

Required Exam(s)

.Switching & Routing (e dealill JSLilf gros Jog Lgillas]

:6)9Jl culliniio

.Cisco Certified Network Associate (CCNA) certification

Recommended Training

642-902 ROUTE

Implementing Cisco IP Routing (ROUTE)

642-813 SWITCH

Implementing Cisco IP Switched Networks

642-832 TSHOOT

Troubleshooting and Maintaining Cisco IP Networks (TSHOOT)

CCNP

™

CERTIFIED
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LEVEL (1)
Voice CCNA Voice

A claul Lgt_o cuguall Jieiii 6)ga

> 80:00
HOURS

: 6yl laal

F D o AS BTN e duailgl w¥las¥l olandas Joe s
VOIP &S il yue o¥las¥l oliids qualis davlys -
das (700 LI A o) mand) ddaswgio AS il CisCo dyg>] JMs o VOIP I ol Job> diliung Juisisg 81, -
Audl,3>¥) COVP Jf 8slg-d Lo Jpuasll drswlif dgdas yies ,llg CONA Voice jLuas jluas¥ cllals -

Course Outline: : 0)gJl ¢ ap
- Perspectives on Voice Before Convergence. AL Lgaloas! Jub ciguall cilids -
- Perspectives on Voice After Convergence. AS Gl Lgaloas) oy ciguall wilids -
- Connecting IP Phones to the LAN Infrastructure. . VOIP 48 il M5 0 wiguandl duids -
- Installing Cisco Unified Communications AS 3l 8 IP Phone I Juwgs ddyybs -

Manager Express. .Cisco CME gsulio dyayg Jui & -
- Basic Cisco CME IP Phone Configurations. . Cisco CME fjuo 813 Juels -
- Configuring Cisco Unified CME Voice . WAN J) oliias J3s oo VOIP Jf e sissg casyes -

Productivity Features. alie 54,5, CUE JI e qualio -
- Gateway and Trunk Concepts, Verifying and A SO @¥Las¥) dolasl e dosdo -

Configuration. . UC 500 jlg> diliwng Jutsiss -

- Cisco Unity Express Concepts and Configurations.

- Introducing the Smart Business Communications
System.

- Configuring and Maintaining the UC500 Series for
Voice.
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LEVEL (2)
Voice CCNP Voice

A claul (g caguall Jaeiini Clgial 6)ga
: 6ygaJl laal
wlitas Jud by aslgll olS b gwlic Lglayg IP Network olS b J3s- e Voice Jf clids bylaly Jud i byt

< 200:00
HOURS

.Lg+Lc Voice JI
)
'\ :6yg Ul cululinio
' ‘ .Cisco Certified Network Associate (CCNA) certification -
A .Cisco Certified Network Associate Voice (CCNA Voice) certification »
<& D
w Required Exam(s) Recommended Training
642-437 CVOICE Cisco Voice over IP (CVOICE)
642-447 CIPT1 Implementing Cisco Unified Communications Manager Partl (CIPT1)
- 642-467 CAPPS Integrating Cisco Unified Communications Applications (CAPPS)
642-457 CIPT2 Implementing Cisco Unified Communications Manager Part 2 (CIPT2)
- 642-427 TVOICE Troubleshooting Cisco Unified Communications (TVOICE)
l -_—
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LEVEL (1)

CCNA Security Security

gAuuw el g6 dylanl oUAS Jué | 6)ga

: 6ygJl laal
t S g paiag u.oipUn.nu.Lcdg..aJJ

LSS dolail b bl is¥lg ol bolas o diSy olo¥l JSLivo duwlysg Jul® -
Aol 0is o AS S dules cpolid 9 uuiw d3g>] Aoy -
Adlyi>¥) CCSP Il dalgibs e Jguasll dowlasd dedas yie5 ,2llg CONA security L) jLas¥ cllials -

Course Outline:

- Understanding Network Security Principles.
- Developing a Secure Network.

- Defending the Perimeter.

- Securing Layer r Devices.

- Implementing Endpoints Security.

- Providing SAN Security.

- Exploring Secure Voice Solutions.

- Using Cisco [0S Firewalls to Defend the Network.

- Using Cisco [0S IPS to Secure the Network.

- Designing a Cryptographic Solution.

- Implementing Digital Signature.

- Exploring PKI and Asymmetric Encryption.
- Building a Site to Site IPSec VPN Solution.

: 6)gall e pp

ol bl plel S Al gualio-
el el ) juglazll-

Ayl eSS dlg -

Ao ds ) dilad peols-

.VOIP g SAN Iy owlid,allg 854>%1 dula>-

.Cisco 108 diled| jlax plasuiswl-
i)l Jol> @rouas-

9 LSIXI gl plasiil-

PRI I3 (o lslgmaisl gadas-
.SITE TO SITE VPN Jf ¢lis-
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LEVEL (2) , ) 160:00
Security CCNP Security HOURS
¢Aauuw Ayl (g diloall gUAS Wlfial 6)ga

: 6)gadl Wlaal
Router - Switch :33g>] ,Le Iolotel A<, &Il dilas AuilS o] dul)s -
ASA Firewall : &l jlg> e Irlotel dSusisll paus ohe¥l lidas -
VPN : duias plasawly daled) olSodll pule ool wlogleo iy padull gadas -
IPS : pliss ,Le Taloicl SLSLgai¥ly wildlis ¥ o ASw ) diles -
:0)gJl wldinio
.Cisco Certified Network Associate (CCNA) certification «
.Cisco Certified Network Associate Security (CCNA Security) certification «
Required Exam(s) Recommended Training
642-637 SECURE Securing Networks with Cisco Routers and Switches (SECURE)
642-617 FIREWALL Deploying Cisco ASA Firewall Solutions (FIREWALL)
642-647 VPN Deploying Cisco ASA VPN Solutions (VPN)
642-627 IPS Implementing Cisco Intrusion Prevention System (IPS)
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CCNA Wireless LEVEL (1)
dra LI gAuuw calaud J1edsi 6)ga Wireless

: 6ygJl laal

t I o daSLudUf Cisco Wb 8l)aly Judsiss

AS L el G il ss gualao dal)s -

Al LS LW LSS (o Syig e s -

Audla>¥) COWP Jf balgdy e Jouasld doslis] bglas. jin5 ,3lly CCNA Wireless jLas jLas¥ clloals -

Course Outline: : 6)gl ¢ pc o
- Wireless fundamentals: topologies, RF principles, - olaast S el Gl elowla -
antennae, standards and certifications. olblggd - wilaa,adl - ol LX)

- Cisco Unified Wireless networks basics, configure a ALK LA g S i B3g>) e Sy i s -
Cisco UWNC, and a Mobility Express Controller. Jaae ) gad & SLa M A, G elsfacel -
- configure default OS wireless client. AS LM LSl 6 ole¥T @lslac -
- Describe and configure wireless security. WCS s o dnS LM el il 8yla -
- Manage the wireless network from the (WCS). A S LA LSS JS Lo 2y dsbs -

- Maintain and troubleshoot wireless networks.

p L
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LEVEL (2) CCNP Wireless
Wireless A LUl gAuw sl Glyial 6)ga

: 6ygJl laal

A SLGA Sl Sl Ly 6 ddass dwl)s -

g Ao SLw¥ AS S S5 ol LS ol @uuds Joe dudsS dawl)s -

.WCS - MSE - NAC : g-S i wiluids plasuianly &Sl ol il glgsl gaos diliuog cunSys -

:0)gJl wldlinio
.Cisco Certified Network Associate (CCNA) certification -
.Cisco Certified Network Associate Wireless (CCNA Wireless) certification «

Required Exam(s) Recommended Training

642-746 IUWMS Implementing Cisco Unified Wireless Mobility Services (IUWMS)
642-736 IAUWS Implementing Advanced Cisco Unified Wireless Security (IAUWS)
642-731 CUWSS Conducting Cisco Unified Wireless Site Survey (CUWSS):
642-741 IUWVN Implementing Cisco Unified Wireless Voice Networks (I[UWVN)
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CCDA LEVEL (1)
A lun aLon’i 6)ga Design

Cisco Certified Design Associate

: 6ygJl laal

ol Ihl—oie) AS, Gl ol dalasio gl oy 4 a Sg WAN g LAN AS0 b o vauady ol & 0a S ) gyplasll

Course Outline:

-Applying a Methodology to Network Design.

-Structuring and Modularizing the Network.

-Designing Basic Campus and Data Center
Networks.

-Designing Remote Connectivity.

-Designing IP Addressing and Selecting Routing
Protocols.

-Evaluating Security Solutions for the Network.

-Identifying Voice Networking Considerations.

-Identifying Wireless Networking Considerations.

-Implementing and Operating the Network Design.

: 6)gall e pp

AS R A id g ol -

A3l 43S, 1) ciloglell aclgd @uguas -
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LEVEL (2) CCDP
Design A Al aron’| lyial

Cisco Certified Design Professional

: 6ygJl laal

Aol JoSoip sliisly 8y SIN LS G Jus Sisg Router oS ol bla] o8 8ydf Sl S¥ qpasll Juals -
AS ST o IPVE I Js ity , coslid

LS G S5y @uanat b dudlell yule Ul dasl)s -

:0)gJl wldinio
.Cisco Certified Network Associate (CCNA) certification e
.Cisco Certified Network Associate Design (CCNA Design) certification «

Required Exam(s) Recommended Training
642-902 ROUTE Implementing Cisco IP Routing (ROUTE)
642-813 SWITCH Implementing Cisco IP Switched Networks (SWITCH)

642-873 ARCH Designing Cisco Network Service Architecture(ARCH)
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.Cisco Certified Network Associate (CCNA) certification «

640-760 SSPO
Supporting Cisco Service Provider IP NGN Operations (SSPO):

-Course Introduction.
-Introduction to the Service Provider NGN and the Operations Environment.
-NMS Tools and Protocols.
-Incident Management.
-Fault Management.
-Configuration Management.
-Change Management.
-Performance Management.
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.Cisco Certified Network Associate (CCNA) certification -
.Cisco Certified Network Associate Service Provider (CCNA Service Provider) certification -

Required Exam(s) Recommended Training

642-770 OFCN Operational Foundations for Cisco Service Provider Core Networks (OFCN)
642-775 MSPRP Maintaining Cisco Service Provider Routing Protocols (MSPRP)
642-780 MSPVM Maintaining Cisco Service Provider VPNs and MPLS Networks (MSPVM)
642-785 MSPQS Maintaining Cisco Service Provider Quality of Service (MSPQS)
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.Cisco Certified Network Associate (CCNA) certification -
Required Exam(s) Recommended Training
642-902 ROUTE Implementing Cisco IP Routing (ROUTE)
642-642 QOS Implementing Cisco Quality of Service (QoS)
642-661 BGP Configuring BGP on Cisco Routers (BGP)
642-611 MPLS Implementing Cisco MPLS (MPLS)
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